SETFPASS: A SECURE PASSWORD MANAGER



PROBLEM

e Passwords: common, but vulnerable to offline attacks
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SALTED HASH
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S0LUTION

e Architecture for password hardening using a remote
cryptographic service

Benefits:
e No offline attacks 8 &
Hardening: encrypting password\\\\\\\ /:;;;;:////

with secret key stored only on
crypto service
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PYTHTA - NEW USER

User Web Server Pythia

N

pw db
user,pw . t = random() ¥3 gzzrsigver id
X = randomize (pw) )

query(w, t, x) x: randomized password
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COMPROMISE RECOVERY

Original pw db 1is useless
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[TMITATIONS OF PYTHIA

e May be hard to merge in large code base
e No guarantee applications will implement it
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SELFPASS OVERVIEW
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SETF - NODE.JS PYTHIA WRAPPER

e Pythia Service 1in Node.js

e FEasy to use

e https://github.com/naitsirc/seif
Dependencies: E}><ﬁ)(€95363

Relic Crypto Library

pyrelic (python wrapper for Relic) .

Node.js IIl()Ilg;()
Express.js (web application framework)

mongoDB
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https://github.com/naitsirc/seif
https://github.com/naitsirc/seif

SCALABILITY STUDY

New Password Latency vs Number of Users
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SELFPASS - STGN UP
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SELFPASS - SIGN IN
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SELFPASS - NEW PASSWORD
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FIFPASS - PASSWORD MANAGER
e

Password: Gt Element Not Normalized x:5ED5BF854962C807 DFSDC269E9DBOFAD CTACA210C6ECDSCB 9F510E2042C7F13E
y:2ZA259EBE2990BCE2 TD2A2274A4191683 8965A966C9146D4D 3FCIFD2BET7DD2EAD z:2AG8EBES41B0894A 231DASTATECEELGE
384762067B1FF131 98FG6BBEGECEF7916

Facebook

Password: Gt Element Not Normalized x:180919B0C9A28AE BBCFEEBCI6CEFF13 FBFD826752191F27 5DB44DB4522B04DC
y:22355E8593B3A388 6957FDE1268CESS0 SFBDBA4BB066283F 3230B2770F77953E z:51A8DDCB600801AD 8F8645CEEASS1DAG
oB54E2573C2079E1 998B6F8C0O0095EDG
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SELFPASS - DELETE PASSWORD

Delete password

Account

Facebook|

Warning: once you delete a password, there is no going back!
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